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New CCNA 200-301 Course Content

(Version 1.1 2024 Syllabus)
CHAPTER 1

1.1 Definition Of A Network
1.2 Types of Networks
1.3 Network Topologies
1.4 Network Devices
1.5 Ethernet
1.5.1 Types Of Ethernet Cables
1.5.2 Cable Forms
1.6 Modes of communication
1.7 Broadcast domain
1.8 Collision domain
1.9 MAC address
1.10 IP Address
CHAPTER 2
2.1 IPv4 Address
2.2 Construction of an IPv4 address
2.3 Subnet Mask
2.4 Classes and Ranges of IPv4
2.5 IP Addressing
2.5.1 Private And Public IP Addresses
CHAPTER 3
3.1 Subnetting
3.1.1 Classless Inter-Domain Routing (CIDR)
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3.1.2 Subnetting Class C Address
3.1.3 Subnetting Class B Address
3.1.4 Subnetting Class A Address
3.2 Variable Length Subnet Mask(VLSM)
3.3 Summarization
CHAPTER 4
4.1 OSI -Open System Interconnection
4.2 OSI Model Chart
CHAPTER 5
5.1TCP/IP-Transmission Control Protocol/Internet Protocol
5.2 Packet Flow
CHAPTER 6
6.1 Network Architectures
6.1.1 Three Tier Architecture 6.1.2
Two Tier Architecture
6.1.3 Spine Leaf Architecture
6.1.4 Small Office / Home Office (SOHO) Architecture
6.1.5 On-Premises and Cloud Architecture
CHAPTER 7
7.1 Cisco IOS (Internetwork Operating System)
7.2 Connecting To A Cisco IOS Device
7.3 Booting process of Router and Switch
7.4 Modes of router and switch
7.5 CLT Basic Commands

7.5 Viewing, Saving, and Erasing Configurations
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7.6 Deleting the Configuration and Reloading the Device
7.7 Establishing telnet and SSH connection
7.8 DHCP (Dynamic Host Configuration Protocol)
7.8.1 DHCP-DORA process
7.8.2 DHCP Configuration
CHAPTER 8
8.1 IP Routing
8.2 Default gateway
8.3 Routing table
8.4 Types Of Routing Methods
8.4.1 Static routing
8.4.2 Dynamic Routing
8.5 Interior Gateway Protocols (IGP)
8.6 Exterior Gateway Protocol (EGP)
8.7 Besft route selection
8.8 Routing Metrics and Costs
CHAPTER 9
9.1 OSPF (Open Shortest Path Frist)
9.2 OSPF Neighbors
9.3 OSPF Terminology
9.4 OSPF Neighbor States
9.5 OSPF Packet Types:
9.6 OSPF Areas
9.7 Electing a DR and BDR
9.8 Configuring basic OSPF
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9.9 Configuring OSPF Multi-Are
9.10 OSPF Route Type
9.11 LSA (Link-State Advertisements)
9.12 Default Route
9.13 OSPF-Passive Interface
9.14 OSPF Hello and Dead Interval CHAPTER 10
10.1 IPV6 (INTERNET PROTOCOL VERSION 6)
10.2 IPV6 Addressing
10.3 Shortened IPvé address
10.4 Address types
10.5 Stateless Auto Configuration (EUI-64)
10.6 IPV6 Header
10.7 ICMPvé
10.8 Neighbor Discover Protocol (NDP)
10.9 Duplicate Address Detection
10.10 IPv6 Routing
10.10.1 Static routing
10.10.2 Open shortest path first(OSPFv3)
CHAPTER 11
11.1 Switching
11.2 How Switches Work
11.3 Switching Modes
11.4 Functions Of A Switch
11.5 Flooding
11.6 VLAN (Virtual LAN)
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11.7 Types Of Port In A Switch
11.8 VLAN Tagging
11.9 DTP
11.10 DTP Mode
11.11 CDP
11.12 Link Layer Discovery Protocol (LLDP)
CHAPTER 12
12.1 STP (Spanning Tree Protocol)
12.2 Spanning Tree Terminologies
12.3 Spanning Tree Loop Avoidance Process
12.4 Spanning Tree Port States
12.5 STP Timers
12.6 STP Configuration
12.7 STP Portfast
12.8 Spanning Tree Flavors
CHAPTER 13
13.1 Etherchannel
13.2 Port Aggregation Protocol (Pagp)
13.3 Link Aggregation Control Protocol(LACP)
13.4 Layer 3 Etherchannel
CHAPTER 14
14.1 ACL (Access Control access)
14.2 ACL Elements
14.3 Types Of Access Control Lists
14.4 Three Step Approach For Configuration
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14.5 ACL Configuration
CHAPTER 15
15.1 Network Address Translation (NAT)
15.2 NAT Terminology
15.3 Types Of NAT
15.3.1 Static NAT
15.3.2 Dynamic NAT
15.3.3 PAT translation
15.4 Time-Based ACL
CHAPTER 16
16.1 FHRP-First Hop Redundancy Protocol
16.2 QoS-Quality Of Service
CHAPTER 17
17.1 Syslog
17.2 Simple Network Management Protocol (SNMP)
17.2.1 SNMP versions
17.2.2 SNMP messages
CHAPTER 18
18.1 Introduction to Wireless Networks
18.2 Wireless Organizations
18.3 SOHO Wireless LAN
18.4 Enterprise Wireless LAN
18.5 Wireless LAN 802.11 Service Sets
18.5.1 IBSS
18.5.2 Basic Service Set (BSS)
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18.5.3 Distribution System (DS)
18.5.4 Extended Service Set (ESS)
18.6 AP Modes
18.7 Wireless Architecture
18.7.1 Autonomous AP Architecture
18.7.2 Split-MAC Architecture
18.7.3 Cloud-Based AP Architecture
18.8 WLAN Security Standards
18.8.1 Wired Equivalent Privacy (WEP)
18.8.2 Wi-Fi Protected Access (WPA)
18.8.3 Wi-Fi Protected Access 2 (WPA2)
CHAPTER 19
19.1 Cloud Basics
19.2 Types of Cloud Computing
19.3 Importance of Cloud Computing
19.4 Cloud Computing Service Models
19.4.1 Infrastructure-as-a-Service (IaaS)
19.4.2 Platform-as-a-Service (PaaS)
19.4.3 Software-as-a-Service (SaaS)
19.5 Cloud Connectivity Options
19.5.1 Enterprise WAN to Cloud via the Internet

19.5.2 Private WAN and Internet VPN Access to Public Cloud
Connectivity

19.5.3 Intercloud Exchange
19.6 Virtual Machines

www.ip4networkers.com Mob: +91 8861200802 /801 /800




ROAE b An ISO 9001:2015 & 27001:2013 Certified

_uj NETWORKERS |

Kickst tart your Netw: mng Career

19.7 Containers
CHAPTER 20
20.1 Automation and Programmability
20.2 Traditional Network Management
20.3 Controller-Based Networks
20.4 SDN
20.4.1 SDN controllers
20.5 Software-Defined Networking (SDN) Architecture

20.6 Explain AL (generative and predictive) and
machine learning in network operations
20.7 Describe characteristics of REST-based APIs (authentication
types, CRUD, HTTP verbs, and data encoding)
20.8 Recognize the capabilities of configuration management
mechanisms such as Ansible and Terraform

CHAPTER 21

21.1 Security Basics

21.2 Difference between Worms and Virus

21.3 Next-Generation Firewalls

21.4 Understanding IDS & IPS

21.5 AAA- Authentication, Authorization & Accounting
21.5.1 AAA Protocols

21.6 VPN
2.6.1 Types of Virtual Private Network (VPN) Protocols

21.7 Proxy Server

21.8 DHCP Snooping

21.9 ARP Poisoning
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21.10 DAT (Dynamic ARP Inspection)
21.12 Port security
21.12.1 Violation types
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